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//	cURL	Beispiel
curl	-X	GET	'https://api.kobra-dataworks.de/v2/orders'	\
		-H	'Authorization:	Bearer	kobra_live_sk_1a2b3c4d5e6f7g8h'	\
		-H	'Content-Type:	application/json'

//	JavaScript	(fetch)
fetch('https://api.kobra-dataworks.de/v2/orders',	{
		headers:	{
				'Authorization':	'Bearer	kobra_live_sk_1a2b3c4d5e6f7g8h',
				'Content-Type':	'application/json'
		}
})

//	Python	(requests)
import	requests

headers	=	{
				'Authorization':	'Bearer	kobra_live_sk_1a2b3c4d5e6f7g8h',
				'Content-Type':	'application/json'
}
response	=	requests.get(
				'https://api.kobra-dataworks.de/v2/orders',
				headers=headers
)

	



https://app.kobra-dataworks.de/oauth/authorize?
		client_id=YOUR_CLIENT_ID
		&redirect_uri=https://your-app.com/callback
		&response_type=code
		&scope=orders:read	deliveries:write	documents:read
		&state=random_state_string

POST	https://app.kobra-dataworks.de/oauth/token
Content-Type:	application/json

{
		"grant_type":	"authorization_code",
		"code":	"AUTH_CODE_FROM_CALLBACK",
		"client_id":	"YOUR_CLIENT_ID",
		"client_secret":	"YOUR_CLIENT_SECRET",
		"redirect_uri":	"https://your-app.com/callback"
}

//	Response:
{
		"access_token":	"kobra_oauth_access_abc123",
		"token_type":	"Bearer",
		"expires_in":	3600,
		"refresh_token":	"kobra_oauth_refresh_xyz789",
		"scope":	"orders:read	deliveries:write	documents:read"
}

POST	https://app.kobra-dataworks.de/oauth/token
Content-Type:	application/json

{
		"grant_type":	"refresh_token",
		"refresh_token":	"kobra_oauth_refresh_xyz789",
		"client_id":	"YOUR_CLIENT_ID",
		"client_secret":	"YOUR_CLIENT_SECRET"
}



#	.env	(NIEMALS	in	Git	committen!)
KOBRA_API_KEY=kobra_live_sk_1a2b3c4d5e6f7g8h
KOBRA_API_URL=https://api.kobra-dataworks.de/v2

ℹ

orders:read

orders:write

deliveries:read

deliveries:write

documents:read

webhooks:manage





/v2/orders

{
		"data":	[
				{
						"id":	"ord_abc123",
						"order_number":	"AUF-2025-00142",
						"status":	"in_transit",
						"customer":	{
								"id":	"cust_xyz789",
								"name":	"Müller	GmbH",
								"customer_number":	"K-10042"
						},
						"pickup":	{
								"address":	"Hauptstraße	10,	10115	Berlin",
								"contact":	"Max	Müller",
								"phone":	"+49	30	12345678",
								"scheduled_date":	"2025-01-15T08:00:00Z"
						},
						"delivery":	{
								"address":	"Industrieweg	5,	20095	Hamburg",
								"contact":	"Lisa	Schmidt",
								"phone":	"+49	40	98765432",
								"scheduled_date":	"2025-01-15T14:00:00Z"
						},
						"goods":	[
								{
										"description":	"Paletten	Elektronik",
										"quantity":	5,
										"unit":	"PLT",
										"weight_kg":	850
								}
						],
						"created_at":	"2025-01-14T10:23:45Z",
						"updated_at":	"2025-01-15T09:12:33Z"
				}
		],
		"meta":	{
				"current_page":	1,



				"total_pages":	8,
				"total_items":	387,
				"items_per_page":	50
		}
} /v2/orders/{order_id}

//	Request
GET	/v2/orders/ord_abc123

//	Response
{
		"id":	"ord_abc123",
		"order_number":	"AUF-2025-00142",
		"status":	"in_transit",
		"driver":	{
				"id":	"drv_456",
				"name":	"Thomas	Weber",
				"phone":	"+49	151	12345678",
				"vehicle":	{
						"license_plate":	"B-KO	1234",
						"type":	"7.5t	Pritsche"
				}
		},
		"documents":	[
				{
						"id":	"doc_789",
						"type":	"delivery_note",
						"status":	"signed",
						"url":	"https://cdn.kobra.de/docs/doc_789.pdf",
						"signed_at":	"2025-01-15T14:32:10Z"
				}
		],
		"timeline":	[
				{
						"timestamp":	"2025-01-15T08:05:00Z",
						"event":	"pickup_started",
						"location":	{	"lat":	52.5200,	"lon":	13.4050	}
				},
				{
						"timestamp":	"2025-01-15T08:42:00Z",
						"event":	"pickup_completed",
						"signature_url":	"https://cdn.kobra.de/sigs/sig_abc.png"
				},
				{
						"timestamp":	"2025-01-15T14:32:00Z",
						"event":	"delivery_completed",
						"signature_url":	"https://cdn.kobra.de/sigs/sig_def.png"
				}
		]
}

/v2/orders

//	Request	Body
{
		"order_number":	"AUF-2025-00143",
		"customer_id":	"cust_xyz789",
		"pickup":	{
				"address":	"Berliner	Str.	100,	10715	Berlin",
				"contact_name":	"Anna	Schneider",
				"contact_phone":	"+49	30	87654321",
				"scheduled_date":	"2025-01-16T09:00:00Z",



				"notes":	"Hintereingang	verwenden"
		},
		"delivery":	{
				"address":	"Hafenstraße	23,	20457	Hamburg",
				"contact_name":	"Peter	Klein",
				"contact_phone":	"+49	40	23456789",
				"scheduled_date":	"2025-01-16T15:00:00Z"
		},
		"goods":	[
				{
						"description":	"Kartons	Textilien",
						"quantity":	20,
						"unit":	"CTN",
						"weight_kg":	150
				}
		]
}

//	Response	(201	Created)
{
		"id":	"ord_new123",
		"order_number":	"AUF-2025-00143",
		"status":	"pending",
		"created_at":	"2025-01-15T16:45:22Z"
}

/v2/orders/{order_id}

//	Request
PUT	/v2/orders/ord_abc123

{
		"delivery":	{
				"scheduled_date":	"2025-01-16T16:00:00Z"		//	Lieferzeit	ändern
		},
		"notes":	"Kunde	hat	später	Zeit	gebeten"
}

//	Response	(200	OK)
{
		"id":	"ord_abc123",
		"updated_at":	"2025-01-15T17:12:08Z",
		"changes":	[
				{
						"field":	"delivery.scheduled_date",
						"old_value":	"2025-01-16T15:00:00Z",
						"new_value":	"2025-01-16T16:00:00Z"
				}
		]
}

/v2/orders/{order_id}

//	Request
DELETE	/v2/orders/ord_abc123

//	Response	(200	OK)
{
		"id":	"ord_abc123",
		"status":	"cancelled",
		"cancelled_at":	"2025-01-15T17:30:00Z"
}

	 completed





/v2/webhooks

//	Request
{
		"url":	"https://your-server.com/webhooks/kobra",
		"events":	[
				"order.created",
				"order.updated",
				"delivery.completed",
				"document.signed"
		],
		"secret":	"your_webhook_secret_key",
		"active":	true
}

//	Response	(201	Created)
{
		"id":	"hook_xyz789",
		"url":	"https://your-server.com/webhooks/kobra",
		"events":	["order.created",	"order.updated",	"delivery.completed",	"document.signed"],
		"active":	true,
		"created_at":	"2025-01-15T18:00:00Z"
}



//	POST	https://your-server.com/webhooks/kobra
//	Headers:
//			X-KoBra-Event:	delivery.completed
//			X-KoBra-Signature:	sha256=abc123...
//			Content-Type:	application/json

{
		"event":	"delivery.completed",
		"timestamp":	"2025-01-15T14:32:10Z",
		"data":	{
				"order_id":	"ord_abc123",
				"delivery_id":	"del_456",
				"order_number":	"AUF-2025-00142",
				"customer":	{
						"id":	"cust_xyz789",
						"name":	"Müller	GmbH"
				},
				"delivery_address":	"Industrieweg	5,	20095	Hamburg",
				"completed_at":	"2025-01-15T14:32:10Z",
				"signature":	{
						"url":	"https://cdn.kobra.de/sigs/sig_def.png",
						"recipient_name":	"Lisa	Schmidt"
				},
				"documents":	[
						{
								"id":	"doc_789",
								"type":	"delivery_note",
								"url":	"https://cdn.kobra.de/docs/doc_789.pdf"
						}
				]
		}
}

//	Node.js	Beispiel
const	crypto	=	require('crypto');

function	verifyWebhookSignature(payload,	signature,	secret)	{
		const	hmac	=	crypto.createHmac('sha256',	secret);
		const	digest	=	'sha256='	+	hmac.update(payload).digest('hex');

		return	crypto.timingSafeEqual(
				Buffer.from(signature),
				Buffer.from(digest)
		);
}

//	Express.js	Handler
app.post('/webhooks/kobra',	(req,	res)	=>	{
		const	signature	=	req.headers['x-kobra-signature'];
		const	payload	=	JSON.stringify(req.body);

		if	(!verifyWebhookSignature(payload,	signature,	WEBHOOK_SECRET))	{
				return	res.status(401).send('Invalid	signature');
		}

		//	Process	webhook
		const	event	=	req.body;
		console.log('Received	event:',	event.event);



		//	WICHTIG:	Webhook	innerhalb	5	Sekunden	bestätigen
		res.status(200).send('OK');

		//	Async	processing
		processWebhookAsync(event);
});

	



1.	TMS	erstellt	neuen	Transportauftrag
			↓
2.	Integration	sendet	Auftrag	an	KoBra	API	(POST	/v2/orders)
			↓
3.	KoBra	erstellt	ePOD-Auftrag	und	weist	Fahrer	zu
			↓
4.	Fahrer	führt	Lieferung	durch	(Mobile	App)
			↓
5.	KoBra	sendet	Webhook	"delivery.completed"	an	Integration
			↓
6.	Integration	aktualisiert	TMS-Status
			↓
7.	Integration	lädt	signierte	Dokumente	herunter	(GET	/v2/documents/{id})
			↓
8.	Integration	speichert	PDFs	im	TMS-Dokumentenarchiv

class	TMSKobraIntegration	{

		//	TMS	→	KoBra:	Neuen	Auftrag	synchronisieren
		async	syncOrderToKobra(tmsOrder)	{
				const	kobraOrder	=	{
						order_number:	tmsOrder.id,
						customer_id:	this.mapCustomer(tmsOrder.customer),
						pickup:	this.mapAddress(tmsOrder.pickup),
						delivery:	this.mapAddress(tmsOrder.delivery),
						goods:	tmsOrder.items.map(this.mapGoods)
				};

				const	response	=	await	kobraAPI.post('/v2/orders',	kobraOrder);

				//	KoBra	Order-ID	im	TMS	speichern	für	spätere	Updates
				await	tms.updateOrder(tmsOrder.id,	{
						kobra_order_id:	response.id
				});
		}

		//	KoBra	→	TMS:	Status-Update	via	Webhook
		async	handleWebhook(event)	{
				if	(event.event	===	'delivery.completed')	{
						const	tmsOrderId	=	event.data.order_number;

						//	Status	im	TMS	aktualisieren
						await	tms.updateOrderStatus(tmsOrderId,	'DELIVERED');

						//	Lieferschein-PDF	herunterladen	und	im	TMS	speichern
						for	(const	doc	of	event.data.documents)	{
								const	pdfBuffer	=	await	kobraAPI.downloadDocument(doc.id);
								await	tms.attachDocument(tmsOrderId,	pdfBuffer,	doc.type);
						}
				}
		}
}



//	Middleware	empfängt	SAP	IDoc	(ORDERS05)
//	und	konvertiert	zu	KoBra	API	Format

function	convertSAPIDocToKobra(idoc)	{
		return	{
				order_number:	idoc.E1EDK01.BELNR,		//	SAP	Belegnummer
				customer_id:	idoc.E1EDKA1.PARTN,			//	SAP	Kundennummer
				pickup:	{
						address:	formatAddress(idoc.E1EDKA1_PICKUP),
						scheduled_date:	idoc.E1EDT1.DATUM	+	'T'	+	idoc.E1EDT1.UZEIT
				},
				delivery:	{
						address:	formatAddress(idoc.E1EDKA1_DELIVERY),
						scheduled_date:	idoc.E1EDT2.DATUM	+	'T'	+	idoc.E1EDT2.UZEIT
				},
				goods:	idoc.E1EDP01.map(item	=>	({
						description:	item.MAKTX,
						quantity:	parseFloat(item.MENGE),
						unit:	item.MENEE,
						sap_material_number:	item.MATNR
				}))
		};
}

//	Navision	Codeunit	mit	Web	Service	Endpunkt
//	ruft	KoBra	API	über	HTTP	auf

PROCEDURE	CreateKobraOrder(SalesOrder	:	Record	"Sales	Header")
VAR
		HttpClient	:	HttpClient;
		HttpContent	:	HttpContent;
		HttpResponse	:	HttpResponseMessage;
		OrderJson	:	Text;
BEGIN
		//	Sales	Order	→	JSON	konvertieren
		OrderJson	:=	BuildKobraOrderJson(SalesOrder);

		//	HTTP	Request	an	KoBra	API
		HttpContent.WriteFrom(OrderJson);
		HttpContent.GetHeaders.Add('Authorization',	'Bearer	'	+	GetKobraAPIKey());
		HttpContent.GetHeaders.Add('Content-Type',	'application/json');

		HttpClient.Post('https://api.kobra-dataworks.de/v2/orders',
																		HttpContent,
																		HttpResponse);

		IF	HttpResponse.IsSuccessStatusCode	THEN	BEGIN
				//	KoBra	Order-ID	in	Navision	speichern
				SalesOrder."KoBra	Order	ID"	:=	GetOrderIdFromResponse(HttpResponse);
				SalesOrder.MODIFY;
		END;
END;

ℹ





//	KoBra	API	Client	mit	axios
const	axios	=	require('axios');

class	KobraAPI	{
		constructor(apiKey)	{
				this.client	=	axios.create({
						baseURL:	'https://api.kobra-dataworks.de/v2',
						headers:	{
								'Authorization':	`Bearer	${apiKey}`,
								'Content-Type':	'application/json'
						}
				});
		}

		async	getOrders(params	=	{})	{
				const	response	=	await	this.client.get('/orders',	{	params	});
				return	response.data;
		}

		async	createOrder(orderData)	{
				const	response	=	await	this.client.post('/orders',	orderData);
				return	response.data;
		}

		async	getOrderById(orderId)	{
				const	response	=	await	this.client.get(`/orders/${orderId}`);
				return	response.data;
		}

		async	updateOrder(orderId,	updates)	{
				const	response	=	await	this.client.put(`/orders/${orderId}`,	updates);
				return	response.data;
		}

		async	downloadDocument(documentId)	{
				const	response	=	await	this.client.get(
						`/documents/${documentId}/download`,
						{	responseType:	'arraybuffer'	}
				);
				return	response.data;
		}
}

//	Verwendung
const	kobra	=	new	KobraAPI(process.env.KOBRA_API_KEY);

async	function	example()	{
		//	Alle	Aufträge	abrufen
		const	orders	=	await	kobra.getOrders({
				status:	'completed',
				limit:	100
		});

		//	Neuen	Auftrag	erstellen
		const	newOrder	=	await	kobra.createOrder({
				order_number:	'AUF-2025-00200',
				customer_id:	'cust_123',
				pickup:	{	/*	...	*/	},
				delivery:	{	/*	...	*/	}
		});

		console.log('Created	order:',	newOrder.id);
}



import	requests
import	os
from	typing	import	Dict,	List,	Optional

class	KobraAPI:
				def	__init__(self,	api_key:	str):
								self.base_url	=	'https://api.kobra-dataworks.de/v2'
								self.headers	=	{
												'Authorization':	f'Bearer	{api_key}',
												'Content-Type':	'application/json'
								}

				def	get_orders(self,	**params)	->	Dict:
								response	=	requests.get(
												f'{self.base_url}/orders',
												headers=self.headers,
												params=params
								)
								response.raise_for_status()
								return	response.json()

				def	create_order(self,	order_data:	Dict)	->	Dict:
								response	=	requests.post(
												f'{self.base_url}/orders',
												headers=self.headers,
												json=order_data
								)
								response.raise_for_status()
								return	response.json()

				def	download_document(self,	document_id:	str)	->	bytes:
								response	=	requests.get(
												f'{self.base_url}/documents/{document_id}/download',
												headers=self.headers
								)
								response.raise_for_status()
								return	response.content

#	Verwendung
kobra	=	KobraAPI(os.getenv('KOBRA_API_KEY'))

#	Alle	completed	Aufträge	der	letzten	7	Tage
orders	=	kobra.get_orders(
				status='completed',
				from_date='2025-01-08',
				to_date='2025-01-15'
)

print(f"Found	{len(orders['data'])}	orders")

#	Dokumente	herunterladen
for	order	in	orders['data']:
				for	doc	in	order.get('documents',	[]):
								pdf_data	=	kobra.download_document(doc['id'])

								with	open(f"docs/{doc['id']}.pdf",	'wb')	as	f:
												f.write(pdf_data)



apiKey	=	$apiKey;
				}

				private	function	request($method,	$endpoint,	$data	=	null)	{
								$ch	=	curl_init($this->baseUrl	.	$endpoint);

								$headers	=	[
												'Authorization:	Bearer	'	.	$this->apiKey,
												'Content-Type:	application/json'
								];

								curl_setopt($ch,	CURLOPT_HTTPHEADER,	$headers);
								curl_setopt($ch,	CURLOPT_RETURNTRANSFER,	true);

								if	($method	===	'POST')	{
												curl_setopt($ch,	CURLOPT_POST,	true);
												curl_setopt($ch,	CURLOPT_POSTFIELDS,	json_encode($data));
								}	elseif	($method	===	'PUT')	{
												curl_setopt($ch,	CURLOPT_CUSTOMREQUEST,	'PUT');
												curl_setopt($ch,	CURLOPT_POSTFIELDS,	json_encode($data));
								}

								$response	=	curl_exec($ch);
								$httpCode	=	curl_getinfo($ch,	CURLINFO_HTTP_CODE);
								curl_close($ch);

								if	($httpCode	>=	400)	{
												throw	new	Exception("API	Error:	"	.	$response);
								}

								return	json_decode($response,	true);
				}

				public	function	getOrders($params	=	[])	{
								$query	=	http_build_query($params);
								return	$this->request('GET',	'/orders?'	.	$query);
				}

				public	function	createOrder($orderData)	{
								return	$this->request('POST',	'/orders',	$orderData);
				}
}

//	Verwendung
$kobra	=	new	KobraAPI(getenv('KOBRA_API_KEY'));

$orders	=	$kobra->getOrders([
				'status'	=>	'completed',
				'limit'	=>	50
]);

foreach	($orders['data']	as	$order)	{
				echo	"Order:	"	.	$order['order_number']	.	"\n";
}
?>



kobra_live_ kobra_test_

X-KoBra-Signature
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X-RateLimit-Limit:	1000
X-RateLimit-Remaining:	847
X-RateLimit-Reset:	1642345200

/v2/orders/batch

limit

If-Modified-Since

Accept-Encoding:	gzip

async	function	apiRequestWithRetry(url,	options,	maxRetries	=	3)	{
		for	(let	attempt	=	1;	attempt	<=	maxRetries;	attempt++)	{
				try	{
						const	response	=	await	fetch(url,	options);

						if	(response.status	===	429)	{
								//	Rate	limit	-	exponentieller	Backoff
								const	waitTime	=	Math.pow(2,	attempt)	*	1000;
								await	sleep(waitTime);
								continue;
						}

						if	(response.status	>=	500)	{
								//	Server	error	-	retry
								const	waitTime	=	attempt	*	2000;
								await	sleep(waitTime);
								continue;
						}

						return	response;
				}	catch	(error)	{
						if	(attempt	===	maxRetries)	throw	error;
						await	sleep(attempt	*	1000);
				}
		}



}

feedback.kobra-dataworks.de


